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1.  Purpose 

This Policy sets out how the University of Warith Al-Anbiyaa (UOWA, “the University”) collects, uses, stores, 

shares, and protects personal data. It establishes a single, institution-wide framework aligned with the principles 

of the EU General Data Protection Regulation (GDPR) and with the data-protection requirements applicable in the 

Republic of Iraq. It replaces any previous generic privacy notice published on the University website and serves as 

the governing instrument for all data-protection activity across the University. 

2.  Scope 

This Policy applies to all processing of personal data carried out by or on behalf of the University, in any format 

(electronic or paper), and to all University units, colleges, centres, and digital systems. 

2.1 Persons covered (data subjects) 

• Applicants, enrolled students, and alumni; 

• Academic, administrative, and support staff, and job applicants; 

• Research participants, visitors, contractors, and members of the public who interact with University services. 

2.2 Systems covered 

Including, without limitation, the Student Portal, Faculty Portal, the Electronic Results and Clearance System, the 

Finance Program, the HR/Employment Management System, the Moodle e-learning environment, the digital 

repository, the Quality Assurance platform, IoT smart-campus systems, and the Warith mobile application. 

3.  Definitions 

Term Meaning 

Personal data Any information relating to an identified or identifiable natural person (“data 

subject”). 

Special category data Sensitive data such as health, biometric, religious, or political data, requiring 

heightened protection. 

Processing Any operation performed on personal data (collection, storage, use, disclosure, 

erasure, etc.). 

Controller The University, which determines the purposes and means of processing. 

Processor A third party that processes personal data on the University’s behalf. 
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Term Meaning 

Consent A freely given, specific, informed, and unambiguous indication of the data subject’s 

agreement. 

Data Protection Officer (DPO) The designated officer in Legal Affairs responsible for oversight of this Policy. 

Personal data breach A breach of security leading to accidental or unlawful destruction, loss, alteration, 

unauthorised disclosure of, or access to, personal data. 

4.  Data protection principles 

The University processes personal data in accordance with the following principles: 

• Lawfulness, fairness and transparency — processed lawfully and in a transparent manner; 

• Purpose limitation — collected for specified, explicit, and legitimate purposes; 

• Data minimisation — adequate, relevant, and limited to what is necessary; 

• Accuracy — kept accurate and, where necessary, up to date; 

• Storage limitation — kept no longer than necessary for the stated purposes; 

• Integrity and confidentiality — processed securely, including protection against unauthorised access, loss, or 

damage; 

• Accountability — the University is responsible for, and able to demonstrate, compliance with these 

principles. 

5.  Lawful bases for processing 

The University will rely on one or more of the following lawful bases: consent of the data subject; performance of 

a contract (e.g., enrolment or employment); compliance with a legal obligation; protection of vital interests; 

performance of a task carried out in the public interest; or the University’s legitimate interests, balanced against 

the rights of the data subject. 

6.  Special category (sensitive) data 

Sensitive personal data will be processed only where strictly necessary, with appropriate additional safeguards, 

and on a valid lawful basis (for example, explicit consent, or a legal/medical/employment obligation). Access to 

such data is restricted to authorised personnel on a need-to-know basis. 

7.  Rights of data subjects 

Subject to applicable law, data subjects have the right to: 

• Be informed about how their personal data are used; 

• Access their personal data; 

• Request rectification of inaccurate or incomplete data; 

• Request erasure of their data where there is no overriding legal basis to retain it; 

• Restrict or object to certain processing; 

• Data portability, where technically applicable; 

• Withdraw consent at any time, where consent is the lawful basis. 

Requests may be submitted to the Data Protection Officer (Legal Affairs) using the contact details published on 

the University website. The University will respond without undue delay and, in any case, within the timeframe 

required by applicable law. 

8.  Consent and transparency 

Where processing relies on consent, the University will obtain it through clear, affirmative action and will keep a 

record of consent given. The University will provide clear privacy notices at the point of data collection, describing 
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what data are collected, why, the lawful basis, retention periods, and how rights may be exercised. Privacy 

notices will be maintained for major systems and services and published on the University website. 

9.  Data security 

The University, through the Information Technology Centre, applies technical and organisational measures 

proportionate to risk, including: 

• Role-based access control (RBAC) and individual account authentication across institutional systems; 

• Network monitoring, logging, and protection against unauthorised access; 

• Secure backup and recovery arrangements; 

• Access on a least-privilege, need-to-know basis; 

• Secure configuration and maintenance of servers, applications, and the Warith mobile application. 

10.  Retention and disposal 

Personal data are retained only for as long as necessary to fulfil the purposes for which they were collected and to 

meet legal, academic, and audit obligations. Records are securely disposed of, or anonymised, when no longer 

required, in accordance with a retention schedule maintained by the DPO in coordination with relevant units. 

11.  Sharing, processors, and international transfers 

Personal data are shared only where there is a lawful basis. Where third parties process personal data on the 

University’s behalf, a written agreement requiring equivalent protection is put in place. Transfers of personal data 

outside Iraq take place only where adequate safeguards exist and, where required, with the data subject’s 

consent. 

12.  Personal data breach management 

All actual or suspected personal data breaches must be reported immediately to the Data Protection Officer and 

handled in accordance with the University’s Personal Data Breach Response Procedure. Where a breach is likely 

to result in a high risk to individuals, affected data subjects and the relevant authority will be notified in line with 

that Procedure. 

13.  Roles and responsibilities 

Body / role Responsibility 

University Council Approves this Policy and the DPO designation; provides oversight and 

resources. 

University President / Presidency Champions data protection and ensures institutional compliance. 

Data Protection Officer (Legal Affairs) Owns and monitors this Policy; advises units; handles data-subject requests 

and breaches; reports annually to Council. 

Information Technology Centre Implements and maintains technical security controls across systems. 

Auditing & Supervision / Quality 

Assurance 
Conducts periodic compliance audits per the Audit Framework. 

Heads of colleges and units Ensure compliance within their areas and cooperate with the DPO. 

All staff and students Handle personal data responsibly and report suspected breaches. 

14.  Training and awareness 

The University will provide data-protection awareness to staff and, where relevant, students. Awareness 

materials and privacy notices are made available through institutional channels, and may be supported through 

the Moodle learning environment. 
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15.  Monitoring, audit, and continuous improvement 

Compliance with this Policy is monitored on an ongoing basis by the DPO and audited at least annually under the 

Data Protection Compliance Audit Framework. Audit findings feed a documented corrective-action and 

improvement cycle, and a summary is reported transparently to the University Council and reflected, where 

appropriate, in the University’s annual Sustainability Report. 

16.  National legal framework 

This Policy operates within the Iraqi legal framework, including the constitutional right to privacy under Article 17 

of the Constitution of Iraq (2005) and relevant provisions of the Penal Code No. 111 of 1969. It also supports the 

University’s implementation of the MOHESR Comprehensive Digital Governance directive (January 2026). Where 

these requirements are silent, the University adopts GDPR principles as good practice. 

17.  Breaches of this Policy and review 

Failure to comply with this Policy may result in disciplinary action under University regulations. This Policy is 

reviewed at least annually by the DPO and updated as required; material changes are submitted to the University 

Council for approval and communicated to stakeholders. 

Approval 

Approved by the University Council of the University of Warith Al-Anbiyaa. 

 

 


