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1. Purpose and scope

This Procedure sets out how the University detects, reports, assesses, contains, and learns from personal data
breaches, and how it communicates transparently with affected stakeholders. It applies to all staff, students,
contractors, and systems.

2. What is a personal data breach

A personal data breach is any security incident leading to the accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data — affecting its confidentiality, integrity, or availability.
Examples include lost devices, mis-sent communications, unauthorised system access, or malware.

3. Roles
Fole  Reporsbiy
All staff / students Report any suspected breach to the DPO immediately upon discovery.
Data Protection Officer (Legal Affairs) Leads breach response; assesses risk; decides on notifications; maintains the
breach register.
Information Technology Centre Investigates, contains, and remediates technical aspects; preserves
evidence/logs.
Legal Affairs Advises on legal obligations and external notifications.
Breach Response Team Cross-unit team convened by the DPO for significant breaches.
University Council / Presidency Informed of significant breaches; receives summary in the annual report.

4. Breach response lifecycle

1. Detect & report Discoverer reports the suspected breach to the DPO. within 24 hours

2. Log DPO records the breach in the breach register. On receipt

3. Contain IT Centre contains the incident and preserves evidence. Without delay

4. Assess risk DPO evaluates likelihood and severity of harm to individuals. = Within 72 hours

5. Notify Where high risk, notify affected data subjects and the Within 72 hours of
relevant authority. awareness

6. Remediate Implement corrective actions to prevent recurrence. As determined

7. Review & learn Post-incident review; update controls; feed the audit cycle. After closure

5. Risk assessment and notification thresholds
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The DPO assesses each breach for the risk it poses to individuals’ rights. Where a breach is likely to result in a high
risk, affected data subjects are informed in clear language, together with the relevant authority where required
by law. Where risk is low, the breach is recorded and monitored, and notification may not be required — but the
decision and its rationale are documented.

6. Breach register

The DPO maintains a register of all breaches, recording at minimum the fields below. The register is the standing
evidence that breaches are managed and learned from.

Description & data affected Nature of incident; categories and number of records
Notifications Data subjects / authority — yes/no, date
Containment & remediation Actions taken

Status / lessons learned Open/closed; improvements made

7. Stakeholder communication mechanism

The University communicates on data protection through standing, transparent channels:

¢ A published Data Protection and Privacy Policy and per-system privacy notices on the University website;
e A published DPO contact channel for questions, requests, and breach reports;
¢ Direct notification to affected individuals in the event of a high-risk breach;

¢ An annual data-protection summary to the University Council and, where appropriate, in the Sustainability
Report;

e Awareness messaging to staff and students through institutional channels and Moodle.

8. Testing and review

This Procedure is reviewed at least annually by the DPO and tested through the quarterly spot checks defined in
the Audit Framework.

Appendix A — Breach report form (fields)

N

Reporter name & unit
Date/time discovered
Date/time reported to DPO
Description of incident
Personal data involved
Systems affected
Immediate actions taken

Reported to (DPO signature)

Approval

Approved by university council
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